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What is a CVE?

v/ CVE = Common Vulnerabilities and Exposures
& Public list of known cybersecurity issue

Components of a CVE Record

CVE-ID Assigning CNA
Description Record created date
References

CVE-ID
CVE-2017-15125 Learn more at National Vulnerability Database (NVD)
+ CVSS Severity Rating » Fix Information = Vulnerable Software Versions « SCAP Mappings « CPE Information
Description

A flaw was found in CloudForms before 5.9.0.22 in the self-service UI snapshot feature where the name field is not properly sanitized for HTML and JavaScript input. An attacker could use this flaw to execute a stored XSS attack on an application administrator using CloudForms. Please note that CSP (Content Security Policy) prevents
exploitation of this XSS however not all browsers support CSP.

References

Note: References are provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not intended to be complete.

BID:102287

URL:http://www.securityfocus.com/bid/102287
CONFIRM:https://bugzilla.redhat.com/show bug.cgi?id=CVE-2017-15125
REDHAT:RHSA-2018:0380
URL:https://access.redhat.com/errata/RHSA-2018:0380

Assigning CNA
Red Hat, Inc.

Date Record Created

20171008 Disclaimer: The record creation date may reflect when the CVE ID was allocated or reserved, and does not necessarily indicate when this vulnerability was discovered, shared with the affected vendor, publicly disclosed, or updated in CVE.




CVE Numbers Growth

Total CVEs by Year 1999 to 2022 Q3
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CVE Program

The mission of the CVE

Program is to identify, define, m
and catalog publicly disclosed

cybersecurity vulnerabilities

The MITRE Corporation is paid

by the U.S. Federal : O
Government to administer the _—
CVE Program

The program was started in
1999, funded by the U.S.
Federal Government

The CVE Program is a global
community effort managed by
the CVE Board



CVE Program
Organization

CVE Board: The organization responsible for the
strategic direction, governance, operational
structure, policies, and rules of the CVE Program.

CNA: An organization responsible for the regular
assignment of CVE IDs to vulnerabilities, and for
creating and publishing information about the
vulnerability in the associated CVE Record. Each
CNA has a specific Scope of responsibility for
vulnerability identification and publishing.

Root: An organization authorized within the CVE
Program that is responsible, within a specific
Scope, for the recruitment, training, and

governance of one or more entities that are a CNA,

CNA of Last Resort (CNA-LR), or another Root.

Top-Level Root: A Root that does not report to
another Root, and is thus responsible to the CVE
Board.

CVE Working Group: An organization created and
administered by the CVE Board to accomplish
specific objectives through collaboration with CVE
stakeholders and the general public where
appropriate. Each working group is required to
have a charter which defines its area of
responsibility, membership, and objectives

CVE Working

Groups

CVE Board Secretariat

U.5. Civilian
Government
CNA

CISA
Top-Level

Root

CNA-LR
cnsa Ics

MITRE

Top-Level
Root

CISAICS ‘ MITRE Google INCIBE ‘ JPCERT/CC | ‘Red Hat




Participants Growth
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Who Operates CVE?

The MITRE Corporation operates the CVE
program, which is funded by the US
Department of Homeland Security (DHS)
Cybersecurity and Infrastructure Security
Agency (CISA) Vulnerability Management
Component (VMC).




Importance
of CVEs

No just assigning a
number

Without MITRE, no
centralized CVE
issuance or
moderation exists

central and trusted,
up to a certain
degree, trust center
for vulnerability

Without it, security
scanners and teams
would need to once
again rely on
incomplete data
from a myriad of
vendors and sources.




Promoted other projects

* The official CVE list does not include an assessment of the
severity of each CVE. Other organizations that maintain their
own lists of CVEs, most notably NIST’s National Vulnerability
Database (NVD), assign severity categories (such as “medium,”
“high” and “critical”) and/or numerical severity scores to CVEs.



https://nvd.nist.gov/
https://nvd.nist.gov/
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MITRE's support of the CVE program is at risk

MITRE | For'x'sarer worLo

April 15, 2025

Dear CVE Board Member,

We want to make you aware of an important potential issue with MITRE's enduring
support to CVE.

On Wednesday, April 16, 2025, the current contracting pathway for MITRE to develop,
operate, and modernize CVE and several other related programs, such as CWE, will
expire. The government continues to make considerable efforts to continue MITRE's
role in support of the program.

If a break in service were to occur, we anticipate multiple impacts to CVE, including
deterioration of national vulnerability databases and advisories, tool vendors, incident
response operations, and all manner of critical infrastructure.

MITRE continues to be committed to CVE as a global resource. We thank you as a
member of the CVE Board for your continued partnership.

Sincerely,

Yosry Barsoum
VP and Director
Center for Securing the Homeland (CSH)




Timeline of Events

o Spring 2024 o Feb. 2025 10 Apr. 2025 16 Apr. 2025 16 Apr. 2025
i NIST begins falling i Early reports emerge MITRE publicly CVE Foundation CISA Stepsin
' behind on CVE ' that MITRE’s CVE confirms its funding for possibly stepping in temporarily to extend
' ingestion, sparking ' contract is at risk of CVE and CWE will NVD Funding
' concern across the ' non-renewal. expire on April 16.
| security community. :
—e ® ® >

CVE submissions spike

by 32%, overwhelming Midnight — The CVE

the National MITRE initiates layoffs; program officially halts The EU has launched a
Vulnerability Database over 400 staff are operations. MITRE stops distributed
(NVD) impacted. issuing new CVEs database: GCVE.eu

O Oct. 2024 O Mar. 2025 16 Apr. 2025 16 Apr. 2025



What is the Impact?

Former CVE board member Brian Martin outlined a multi-level
Impact:
— CNAs (CVE Numbering Authorities) can no longer efficiently assign IDs.

— The already-overwhelmed NVD (with 30,000+ backlogged vulnerabilities)
loses its authoritative source of new CVEs.

— Commercial databases that rely on MITRE’s CVE program will face severe
intelligence gaps.

— International vulnerability exchanges, including in Russia and China, will be
cut off from consistent CVE data.

— Thousands of CERTs and security teams globally will lose a free, reliable
source of vulnerability intelligence.



Some Reactions

historical CVE records will Related programs, such as the

the CVE database and API for new CVEs

MITRE's CVE database is

Without new CVEs flowing

| am glad to see the

ricybersecurity - 21 days ag
egoardottt

What is happening at MITRE?

New Vulnerability Disclosure
‘ve submitted 3 new Oday vulnerabilities using the form at cveform.mitre.org,
More than 2 months passed and | didn't received any feedback/emailjmessage, nothing.

\ For context, I've already used this process for more than 10 CVEs, does someone know why now it takes so much
‘ time tn receive a resnonse?



https://lnkd.in/e9_TE9hi

Alternatives

CVE DB on GitHub
OSV — Google’s open-source vulnerability database

GitHub Security Advisories — An increasingly vital source of
developer-facing disclosures

Recently emerged:

— GCVE: Global CVE Allocation System (GCVE.eu)

* decentralized approach to vulnerability identification and numbering

— EU vulnerability database EUVD
— Vulnerability-Lookup https://vulnerability.circl.lu/

CVE Tracker



https://github.com/CVEProject/cvelistV5
https://osv.dev/
https://github.com/advisories
https://euvd.enisa.europa.eu/
https://vulnerability.circl.lu/
https://cyberalerts.io/cve_tracker

Emerging Initiatives and discussions

* CVE records will continue to be available at github. Brian Krebs says the API
that CNAs use to get CVEs will remain available.

* Josh Bressers has set up a discord, Extended Vulnerability Community.

* Jen Easterly has a good post on Linkedin about the problems CVE solves
and what’ll happen without it.

* VulnCheck commits to providing CVEs for researchers. Anthony Bettini was
there at the start, and is a stalwart.

e Decentralized replacement to the CVE system using linked data, which can
integrate with other linked data tech like SPDX 3 and OpenVEX.

* CVE Foundation (https://www.thecvefoundation.org/)



https://github.com/CVEProject
https://infosec.exchange/@briankrebs/114344203019345999
https://discord.gg/gSCrXxMuPx
https://www.linkedin.com/posts/jen-easterly_quick-note-a-potential-shutdown-activity-7318021583191617538-xfa_?utm_source=share&utm_medium=member_desktop&rcm=ACoAAAABXB8Bi8nzcKtYJy26uPQJtELAN8sgDB4
https://vulncheck.com/press/vulncheck-to-support-cve-program
https://www.linkedin.com/posts/ariadneconill_as-i-recently-hinted-in-the-press-i-am-working-activity-7318324052060696578-ch83
https://www.thecvefoundation.org/

CVE Program Continues Under Temporary Extension

CISA steps in at the last
minute — 11-month
extension granted

The CVE Program is invaluable to the cyber
community and a priority of CISA. Last night,

CISA executed the option period on the
contract to ensure there will be no lapse in
critical CVE services. We appreciate our
partners’ and stakeholders’ patience.




What This
Tells Us?

Funding extension
is temporary. This
is not the first time
such an issue has
occurred — but it’s
the most alarming.

Should remain a
community-driven
effort, but be
decentralized.

The ecosystem
needs a more
sustainable
foundation.

There is a pressing
need to enrich CVE
records.




Any Suggestions?

Vp‘g’ Mohannad.Alhanahnah@chalmers.se

@ https://mohannadcse.netlify.app/

@MAIlhanahnah
O Mohannadcse
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