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What is a CVE?

CVE = Common Vulnerabilities and Exposures

Public list of known cybersecurity issue

Components of a CVE Record

CVE-ID
Description
References

Assigning CNA
Record created date



CVE Numbers Growth



CVE Program

The mission of the CVE 
Program is to identify, define, 
and catalog publicly disclosed 
cybersecurity vulnerabilities 

The program was started in 
1999, funded by the U.S. 
Federal Government 

The MITRE Corporation is paid 
by the U.S. Federal 
Government to administer the 
CVE Program 

The CVE Program is a global 
community effort managed by 
the CVE Board 



CVE Program 
Organization

• CVE Board: The organization responsible for the 
strategic direction, governance, operational 
structure, policies, and rules of the CVE Program.

• CNA: An organization responsible for the regular 
assignment of CVE IDs to vulnerabilities, and for 
creating and publishing information about the 
vulnerability in the associated CVE Record. Each 
CNA has a specific Scope of responsibility for 
vulnerability identification and publishing.

• Root: An organization authorized within the CVE 
Program that is responsible, within a specific 
Scope, for the recruitment, training, and 
governance of one or more entities that are a CNA, 
CNA of Last Resort (CNA-LR), or another Root.

• Top-Level Root: A Root that does not report to 
another Root, and is thus responsible to the CVE 
Board.

• CVE Working Group: An organization created and 
administered by the CVE Board to accomplish 
specific objectives through collaboration with CVE 
stakeholders and the general public where 
appropriate. Each working group is required to 
have a charter which defines its area of 
responsibility, membership, and objectives



Participants Growth 

• 251 total partners 

• 35 countries



Who Operates CVE?

• The MITRE Corporation operates the CVE 
program, which is funded by the US 
Department of Homeland Security (DHS) 
Cybersecurity and Infrastructure Security 
Agency (CISA) Vulnerability Management 
Component (VMC).



Importance 
of CVEs

No just assigning a 
number

central and trusted, 
up to a certain 

degree, trust center 
for vulnerability

Without MITRE, no 
centralized CVE 

issuance or 
moderation exists

Without it, security 
scanners and teams 
would need to once 

again rely on 
incomplete data 
from a myriad of 

vendors and sources.



Promoted other projects 

• The official CVE list does not include an assessment of the 
severity of each CVE. Other organizations that maintain their 
own lists of CVEs, most notably NIST’s National Vulnerability 
Database (NVD), assign severity categories (such as “medium,” 
“high” and “critical”) and/or numerical severity scores to CVEs.

https://nvd.nist.gov/
https://nvd.nist.gov/


Image Reference: https://lnkd.in/gi4txfW2 (James 
Berthoty)



MITRE's support of the CVE program is at risk



Timeline of Events

NIST begins falling 
behind on CVE 
ingestion, sparking 
concern across the 
security community.

Spring 2024

CVE submissions spike 
by 32%, overwhelming 
the National 
Vulnerability Database 
(NVD).

Oct. 2024

Early reports emerge 
that MITRE’s CVE 
contract is at risk of 
non-renewal.

Feb. 2025

MITRE initiates layoffs; 
over 400 staff are 
impacted.

Mar. 2025

MITRE publicly 
confirms its funding for 
CVE and CWE will 
expire on April 16.

10 Apr. 2025

Midnight – The CVE 
program officially halts 
operations. MITRE stops 
issuing new CVEs

16 Apr. 2025

CVE Foundation 
possibly stepping in

16 Apr. 2025

The EU has launched a 
distributed 
database: GCVE.eu

16 Apr. 2025

CISA Steps in 
temporarily to extend 
NVD Funding

16 Apr. 2025



What is the Impact?

Former CVE board member Brian Martin outlined a multi-level 
impact:
– CNAs (CVE Numbering Authorities) can no longer efficiently assign IDs.

– The already-overwhelmed NVD (with 30,000+ backlogged vulnerabilities) 
loses its authoritative source of new CVEs.

– Commercial databases that rely on MITRE’s CVE program will face severe 
intelligence gaps.

– International vulnerability exchanges, including in Russia and China, will be 
cut off from consistent CVE data.

– Thousands of CERTs and security teams globally will lose a free, reliable 
source of vulnerability intelligence.



Some Reactions

the CVE database and API for new CVEs 
from CNAs will continue working, but 
other slowdowns will happen when it 

comes to getting CVEs from MITRE 
themselves for non-CNAs. MITRE's CVE database is 

likely going offline 
tomorrow.

historical CVE records will 
be available at GitHub, 

https://lnkd.in/e9_TE9hi

Related programs, such as the 
Common Weakness Enumeration 

(CWE ) Program, will expire

Delayed vulnerability declaration and 
confusion with more vulnerability 

scanners having their own database

The absence of centralized, authoritative 
records slows threat modeling, disrupts 

software bill-of-materials (SBOM) tracking, 
and breaks automation pipelines across 

DevSecOps tooling.

Without new CVEs flowing 
in, NVD loses relevance 

rapidly

I am glad to see the 
CVE system getting 

blown up

https://lnkd.in/e9_TE9hi


Alternatives

• CVE DB on GitHub

• OSV – Google’s open-source vulnerability database 

• GitHub Security Advisories – An increasingly vital source of 
developer-facing disclosures

• Recently emerged:
– GCVE: Global CVE Allocation System (GCVE.eu)

• decentralized approach to vulnerability identification and numbering

– EU vulnerability database EUVD

– Vulnerability-Lookup https://vulnerability.circl.lu/

• CVE Tracker

https://github.com/CVEProject/cvelistV5
https://osv.dev/
https://github.com/advisories
https://euvd.enisa.europa.eu/
https://vulnerability.circl.lu/
https://cyberalerts.io/cve_tracker


Emerging Initiatives and discussions

• CVE records will continue to be available at github. Brian Krebs says the API 
that CNAs use to get CVEs will remain available.

• Josh Bressers has set up a discord, Extended Vulnerability Community.

• Jen Easterly has a good post on Linkedin about the problems CVE solves 
and what’ll happen without it.

• VulnCheck commits to providing CVEs for researchers. Anthony Bettini was 
there at the start, and is a stalwart.

• Decentralized replacement to the CVE system using linked data, which can 
integrate with other linked data tech like SPDX 3 and OpenVEX.

• CVE Foundation (https://www.thecvefoundation.org/)

https://github.com/CVEProject
https://infosec.exchange/@briankrebs/114344203019345999
https://discord.gg/gSCrXxMuPx
https://www.linkedin.com/posts/jen-easterly_quick-note-a-potential-shutdown-activity-7318021583191617538-xfa_?utm_source=share&utm_medium=member_desktop&rcm=ACoAAAABXB8Bi8nzcKtYJy26uPQJtELAN8sgDB4
https://vulncheck.com/press/vulncheck-to-support-cve-program
https://www.linkedin.com/posts/ariadneconill_as-i-recently-hinted-in-the-press-i-am-working-activity-7318324052060696578-ch83
https://www.thecvefoundation.org/


CVE Program Continues Under Temporary Extension

CISA steps in at the last 
minute — 11-month 
extension granted



What This 
Tells Us? 

Funding extension 
is temporary. This 
is not the first time 
such an issue has 

occurred — but it’s 
the most alarming. 

The ecosystem 
needs a more 
sustainable 
foundation.

Should remain a 
community-driven 

effort, but be 
decentralized.

There is a pressing 
need to enrich CVE 

records.



Any Suggestions?
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